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IN-PROGRESS

- Zoom Securit y Enhancement

- M365 Intune Implementat ion

- Successfully sunset  SharePoint  20 10  environment

- >130  sites

- Dozens of site owner consultat ions

- Signif icant  out reach effort s to ind ividual site owners and HSC

- Dozens of migrat ions

- Launched FY23 FIBCI and salary increase database setup for all 
HSC Colleges

- Launched Intune Kickoff for HSC M365

- Provisioned 80  new  Zoom licenses

ACCOMPLISHMENTS

METRICS 
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METRICS (CONTINUED)

RECOGNITION
- Corey Payton for his extensive effort s surrounding the SharePoint  

20 10  sunset  init iat ive.  He provided superior customer service, 
out reach, and technical work that  resulted in a signif icant  
environment  being ret ired from our HSC.  He was able to do so while 
maintaining st rong support  and maintenance to our HSC cloud 
services.
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IN-PROGRESS

- At tending NIH STRIDES Init iat ive sessions to simulate a research 
scenario

- Metallic cloud backup

- Working w ith vendor on quotes to extend Metallic backup service to 
CDD servers and virtual machines

- Working w ith Nutanix engineers to add capacit y to on-site high 
availab ilit y cluster to host  VMs

- Working w ith Pure Storage and Komprise to provide migrat ion and 
replicat ion services to mult ip le on-site storage devices

- This w ill provide a second on-site copy of network data shares

- Began invest igat ing redundant  cooling opt ions for BRF data center

- The current  HVAC system is a single point  of failure for the data 
center

- We are invest igat ing opt ions to provide a backup cooling solut ion

ACCOMPLISHMENTS
- No new  major projects in March

- Completed Performance reviews for the team

- On Site Network At tached Storage replacement  (Pure Storage)

- On Site Network At tached Storage replacement  (H:\ Home, O:\  and 
N:\  network shares)

- Completed installat ion week of March 11.

- Configuring Komprise migrat ion tool to move exist ing data to new  
storage appliance
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- System availab ilit y:

- BRF Uninterrupt ib le Power System (UPS) # 2 unexpectedly t ripped a 
breaker during a power failure on the evening of 3/ 3/ 20 22.  Power 
was lost  and the backup power came on as expected, but  normally 
half the systems receive primary power through UPS2.  Since the 
breaker t ripped on UPS2, all systems were powered through UPS1.

- A  very small number of devices only have a single power source 
and were down throughout  the power outage.  

- Monitoring system and 

- St ill f inalizing a standard monthly maintenance w indow

- St ill working on complet ing standard ized patching for domain 
cont rollers

- Issues w ith SCCM being worked w ith Microsoft

- We w ill have full access to Komprise Data Analysis tools in the next  
month or so to be able to produce data use graphs and other met rics

RECOGNITION
- Joe Fresquez for eff icient ly processing a high number of IPRA email 

searches through e-Discovery 



INFORMATION 
SECURITY 
OFFICE 

ACCOMPLISHMENTS

ACCOMPLISHMENT IMPACT

Geoff Johnson accepted our 
offer to f ill t he Securit y 
Operat ions Manager posit ion 
in the ISO.

At  full staff again, the ISO w ill be more 
effect ive in guid ing HSC toward a more 
unif ied, enterprise securit y posture.

Ent ire ISO team part icipated 
in Planet  Technology t raining 
on using and securing Azure 
infrast ructure as part  of 
Innovat ion Center/ STRIDES 
project

May provide new  AI and ML tools to improve 
tools availab le for HSC researchers.

Part icipated in Tenable 
?Quick Start? t raining for 
implementat ion of 
Tenable.IO

Tenable.IO is our replacement  vulnerabilit y 
scanner.  We are now  scanning our 
public-facing systems daily and alert ing on 
any new  crit ical or high vulnerabilit y.  We are 
now  scanning the ent ire network regard less of 
department  monthly, w ith the goal of 
scanning weekly in line w ith best  pract ices 
and cyber insurance carrier requirements.

ISO team part icipated w ith 
UH Network Securit y and UH 
Cyber Securit y in a threat  
hunt ing exercise sponsored 
by one of our vendors.

Threat  hunt ing in the cyber world involves 
searching and understanding securit y logs.  
This was excellent  t raining that  w ill improve 
our team?s abilit y to recognize threat  act ivit y 
and respond more quickly in the event  of a 
future ransomware at tack.
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IN-PROGRESS

ACTIVITY OBJECTIVE(S)

Implement  Innovat ion Center 
Cyber Securit y using the U.S. 
government  Cybersecurit y 
Maturit y Model Cert if icat ion 
(CMMC) standards.

Conduct  and document  securit y reviews and 
establish securit y cont rols that  are consistent  
and acceptable for the processing of ePHI in 
a cloud environment .

Improve Cyber Securit y 
Incident  Response

Bring clarify to our incident  response policy 
and p lans.  Provide ?ransomware p laybook? 
to speed response in the next  incident .  
Conduct  a major incident  response in Oct  
20 22.

Improve Interior Securit y 
Cont rols

Implement  addit ional securit y measures to 
limit  lateral movement  on our   network in the 
event  that  another at tack penet rates our 
perimeter defenses.

Phishing Training Conduct  effect ive t raining in recognizing 
phishing at tacks. Our target    ?click rate? is 
5%. Current  rate is around 30 %.

Vulnerabilit y Management The goal of this effort  for 20 22 is to ident ify 
and begin to reduce our crit ical 
vulnerabilit ies.  We have completed the f irst  
phase of this effort  by successfully deploying 
a new  product  (Tenable.IO) to scan the ent ire 
network.  Now  the work is remediat ing the 
vulnerabilit ies found.
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METRICS

Change Requests 7

Cert if icate requests 4

Root  Cause Analysis submissions 3

Software and Cloud service securit y reviews 25

DUA/ SFTP Data Transfer Support  Requests 23

Perimeter Vulnerabilit ies Crit ical ? 0  (No Change) 
High ? 0  (Decrease)    
Medium ? 38 ( Increase) 
Low  ? 16 ( Increase)

Enterprise Crit ical Vulnerabilit ies (ent ire 
network

23,453 (First  t ime 
report ing)

Malicious email b locked by email f irewall 31,483

Phishing  Challenge Result s to  Date

Goal is <5% Click Rate (Number who clicked phishing link /  Number 
who read the message)

MONTH TOPIC #  OPENED CLICKRATE REPORT RATE

Jan 20 22 HIPAA 2732 34% 20 %

Jan 20 22 Net f lix 1182 11% 23%

Feb 20 22 Turbo Tax 9118 1.9% 6.2%

Feb 20 22 Teams 12264 17% 12%

Mar 20 22 EMR 9281 24% 12%
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RECOGNITION

- Meghann Carrillo in Network Securit y.  Meghann saw  a t raining 
opportunit y to part icipate in a threat  hunt ing lab event  using the 
vendor?s capabilit y.  Meghann coord inated this event  to opt imize 
part icipat ion.  Threat  hunt ing is one of our weak areas.  We do not  have 
enough analysts t rained in this.  Meghann?s effort s helped move us in the 
right  d irect ion.

METRICS (CONTINUED)

Perimeter Vulnerab il it ies

Email Threat  Types by Volume



TECHNOLOGY 
SUPPORT

T
E

C
H

N
O

L
O

G
Y

 S
U

P
P

O
R

T

IN-PROGRESS
- Remediat ion of unencrypted workstat ions

- Departmental IT staff remediat ing their workstat ion

- HSC IT staff remediat ing the remaining workstat ions

- Preparing for the new  Dell Laptop and Desktop models 

- Update standard quotes

- Change standard configurat ions in Lobomart

- Creat ing new  monitoring stat ion for services (Network bandw idth, etc.)

- Completed Microsoft  Intune t raining

- Release the new  W indows 10  workstat ion image

- Facilit ated meet ing w ith Planet  Technologies and Project  Echo to work 
on the move from Box.com to MS365

- Presented the HSC configurat ion management  database (CMDB) and 
visualizat ions to IT Managers

ACCOMPLISHMENTS
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RECOGNITION
- Aaron Douglas had his posit ion reclassif ied to a Core IT Services 

Specialist .  Well deserved!

METRICS
CMDB Visualizat ion
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IN-PROGRESS
- Case Management  System (CME)

- Phase III A  items current ly in review  w ith the review  team.

- Process change for invest igator, ut ilizing MS Teams while out  in the 
f ield .

- Phases III B and C, phase IV and phase V.

- Integrat ion w ith BVS DAVE system.

- Sunset  of the legacy applicat ions.

- FEMA DMORT Visit

- 10  people stat ioned at  OMI for 2 weeks.

- Assisted w ith searching for and locat ing next  of kin.

- Signif icant  reduct ion in storage of unclaimed/ ind igent  decedents.

- Case Management  System (CME)

- Phase II A , B and C releases completed.

- Formed a review  team, consist ing of at  least  one team member from 
every area or department . A ll members are heavy applicat ion users, 
w ith process know ledge of their department .

- Implemented an SBAR process for future change requests in the 
applicat ion.

- Finalized turnaround t ime reports for the pathologists.

- Daily reports going out  to Bernalillo County w ith Bernalillo County 
unclaimed/ ind igent  decedents.

- List ing on OMI?s web site of decedents w ithout  next  of kin ident if ied.

ACCOMPLISHMENTS
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RECOGNITION
- Mike Garcia and Marc Leasure for get t ing the DMORT team up and 

running.

- Lew is Worley for assist ing w ith reports.

- A ll of the IT departments for scrambling and f ind ing PC?s and get t ing 
networking setup for the DMORT team.
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