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SECURITY - MIKE MEYER

APPLICATIONS - RAY AVILA

SYSTEMS - PHIL MARQUEZ

TECHNOLOGY SUPPORT - RICK ADCOCK



APPLICATIONS 
TEAM 

- Deployed Recist  Applicat ion

- Closed out  SharePoint  20 10  servers for July Decommission

- Updated Facult y and Student  databases for new  curriculum year

- Imported new  MD Students into Academic DB

ACCOMPLISHMENTS

IN-PROGRESS
- Zoom Securit y Enhancement

- M365 Intune Implementat ion

METRICS
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METRICS (CONTINUED)
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METRICS (CONTINUED)

RECOGNITION
Eliot  Knight  for having completed a great  deal of work toward rebuild ing 
Learning Cent ral courses over the past  2 months.

- M365 Usage



SYSTEMS TEAM 
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ACCOMPLISHMENTS
- No new  major projects in June

- On Site Network At tached Storage replacement  (Pure Storage)

- COMPLETED migrat ions of network folders from NetApp and Dell 
NAS (H:\ Home, O:\  and N:\ )  to new  Pure Storage appliance

- Completed June monthly HSC Systems maintenance w indow  on May 21 
(7-9am)

- HSC-PrintServer OS upgrade/ reboot

- \ Homes shared folder cutovers

- No issues!

- FILLED new  posit ion for Cloud Administ rator in Systems team

- Congratulat ions to Judson Carter who w ill t ake on this new  role

- Posted backfill posit ion for Systems/ Network Analyst  3

- Metallic cloud backup

- Completed configurat ion of CDD data backup licenses in Metallic

IN-PROGRESS
- Metallic cloud backup

- St ill working to add licensing to provide Metallic backup for remaining 
unprotected data.  A ll data on NetApp f ilers was retained w ith shadow  
copies, versioning, and replicat ion.  This w ill extend cloud backup and 
ransomware protect ion to include that  data as well.

- Pending resolut ion of move of data to cold storage solut ion ( in 
progress)

- Planning for July Monthly maintenance period ? 7/ 16/ 22 from 7-9am

- Updates to PasswordState applicat ion

- Hyper-V migrat ions to Nutanix



METRICS
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- System availab ilit y:

- No systems downt ime

- This month?s updates from Komprise Data Analysis tools show ing 
graphs and met rics across all data stores

- Aging reports show ing data volumes by Last  Accessed Dates

- Ongoing Migrat ions

- Space consumed by Top Shares



METRICS (CONTINUED)

S
Y

S
T

E
M

S
 T

E
A

M
 

RECOGNITION
Geoff Johnson, Rick Adcock and Ray Avila for support ing the hiring 
process for the Cloud Administ rator posit ion.  I know  it?s an added 
burden so thank you all!



INFORMATION 
SECURITY 
OFFICE 

ACCOMPLISHMENTS
ACCOMPLISHMENT IMPACT

Executed statement  of work w ith 
cont ractor (Opt iv)  to conduct  an 
execut ive incident  response exercise 
(ransomware) in early November.  
Held f irst  p lanning meet ing w ith 
Opt iv.

W ill provide execut ives insight  into 
the d ilemmas of ransomware at tacks, 
part icularly the ?pay or not  pay? 
paradox.

Eight  staff from Cyber Securit y, 
Network Securit y and ISO at tended 
two-day Tenable operator course.

Develop proficiency in our primary 
tool for ident ifying and remediat ing 
securit y vulnerabilit ies.

Network Securit y and ISO ran two 
phishing ?challenges? in July.

Reducing successful phishing 
at tempts reduces our risk exposure 
to ransomware at tacks.

Wave 1 IT inventory complete. Statutory requirement .

Part icipated in various p lanning 
meet ings for CLA audit  to begin in 
Aug.

CLA audit  w ill encompass the ent ire 
network this year, not  only clinical 
funct ions.
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IN-PROGRESS
ACTIVITY OBJECTIVE(S)

Implement  Innovat ion Center Cyber 
Securit y using the U.S. government  
Cybersecurit y Maturit y Model 
Cert if icat ion (CMMC) standards.

Conduct  and document  securit y 
reviews and establish securit y 
cont rols that  are consistent  and 
acceptable for the processing of ePHI 
in a cloud environment .

Improve Cyber Securit y Incident  
Response

Bring clarit y to our incident  response 
policy and p lans.  Provide 
?ransomware p laybook? to speed 
response in the next  incident .  
Conduct  a major incident  response in 
November 20 22.

Improve Interior Securit y Cont rols Implement  addit ional securit y 
measures to limit  lateral movement  
on our network if  another at tack 
penet rates our perimeter defenses.

Phishing Training Conduct  effect ive t raining in 
recognizing phishing at tacks. Our 
target   ?click rate? is 5%. Current  rate 
is around 30 %.

Vulnerabilit y Management The goal of this effort  for 20 22 is to 
ident ify and begin to reduce our 
crit ical vulnerabilit ies.  We have 
completed the f irst  phase of this 
effort  by successfully deploying a 
new  product  (Tenable.IO) to scan the 
ent ire network.  Now  the work is 
remediat ing the vulnerabilit ies found.

Protected DNS (pDNS) Collaborat ion 
w ith Main Campus

pDNS relies on threat  intelligence to 
f ilter suspicious Internet  addresses 
and is one of the major defenses 
against  phishing, therefore 
ransomware.  Collaborat ion w ith Main 
Campus w ill reduce overall cost  for 
the service.
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METRICS

Change requests 10

Cert if icate requests 1

Software and Cloud service securit y reviews 25

DUA/ SFTP Data Transfer Support  Requests 19

Other Support  Request 38

Perimeter Vulnerabilit ies Crit ical ? 2 (+2)

High ? 6 (+6)

Medium - 42 (no change)

Low  - 16 (no-change)

Crit ical Vulnerabilit ies on servers June - 2,314

Malicious email b locked by email f irewall 15,155,881

Outbound email b locks for PHI content 144
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METRICS (CONTINUED)

Notes: 

PDR = Proofpoint  Dynamic Reputat ion service

?Regulatory Compliance? = Outbound email containing ePHI not  properly 
encrypted



TECHNOLOGY 
SUPPORT
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IN-PROGRESS
- Remediat ion of unencrypted workstat ions

- Test ing softphones for off-site access to the Automated Call 
Dist ribut ion system

- Creat ing a Microsoft  Intune policy for the Mac operat ing system

- Creat ing a Cherwell workflow  to correct ly process requests to unblock 
MFA lockouts

- Working w ith UNMH on the deployment  of Dragon Medical One

- Added the Department  of Pathology to Microsoft  Intune for workstat ion 
management

- Enabled the abilit y to use passphrases instead of passwords on 
accounts

- Hired a Technical Analyst  2 for the Classroom Technology Unit

ACCOMPLISHMENTS
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RECOGNITION
Aaron Douglas for leading the Microsoft  Intune technical implementat ion 
and taking the lead on the workstat ion management  and enrollment  
features.

METRICS
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