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Marcia Slet ten, mslet ten@salud.unm.edu

SECURITY - MIKE MEYER

APPLICATIONS - RAY AVILA

SYSTEMS - PHIL MARQUEZ

TECHNOLOGY SUPPORT - RICK ADCOCK



APPLICATIONS 
TEAM 

- Decommissioned legacy SharePoint  20 10  servers

- Completed a number of f iscal year processes

- Created MD 20 26 class in OMSA database

ACCOMPLISHMENTS

IN-PROGRESS
- Zoom Securit y Enhancement

- M365 Intune Implementat ion

METRICS
- M365 Teams Call Qualit y Improvement :
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METRICS (CONTINUED)
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SYSTEMS TEAM 
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ACCOMPLISHMENTS

- No new  major projects in June

- On Site Network At tached Storage replacement  (Pure Storage)

- Final migrat ions of network folders from NetApp (H:\ Home) to new  
Pure Storage appliance st ill pending.  W ill complete in next  
maintenance w indow

- Completed July monthly HSC Systems maintenance w indow  on May 21 
(7-9am)

- Passwordstate Update

- Extend hsc-iechoprod2 drive

- Posted backfill posit ion for Systems/ Network Analyst  3

- Scheduled interviews for SNA3

- Metallic cloud backup

- Completed move of primary backup storage from Metallic Hot  t ier to 
Cool t ier to reduce costs

- Removed duplicat ions, modif ied retent ion p lans to reduce overall 
storage requirements to w ithin the est imated 250 TB to manage 165 
FET ( front  end terabytes) of covered data

IN-PROGRESS

- Metallic cloud backup

- St ill working to add licensing to provide Metallic backup for remaining 
unprotected data.  A ll data on NetApp f ilers was retained w ith shadow  
copies, versioning, and replicat ion.  This w ill extend cloud backup and 
ransomware protect ion to include that  data as well.

- Planning for August  Monthly maintenance period ? 7/ 16/ 22 from 7-9am

- Complete f inal \ Home directory cutovers

- PACS server reboot

- Hyper-V migrat ions to Nutanix



METRICS
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- System availab ilit y

- No systems downt ime

- This month?s updates from Komprise Data Analysis tools show ing 
graphs and met rics across all data stores

- Aging reports show ing data volumes by Last  Accessed Dates

- Capacit y project ions

- Space consumed by Top Shares

IN-PROGRESS (CONTINUED)

- New  Hyper-V h/ w  for HA cluster being delivered.  Install p lanning for 
September install

- Pending delivery of Shared Storage Array

- Ident ifying shared services between HSC, UNMH, and UNM systems teams.

- Init ial meet ings p lanned for early August



METRICS (CONTINUED)
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RECOGNITION

- Bob Gagnon for covering while much of the team was out  of off ice.  



INFORMATION 
SECURITY 
OFFICE 

ACCOMPLISHMENTS
ACCOMPLISHMENT IMPACT

Provided the CIO w ith various 
opt ions for re-organizing the three 
separate cyber securit y 
departments ? ISO, Network 
Securit y and Cybersecurit y.

More eff icient  cyber programmat ics 
and operat ions w ill result .

Invest igated two d isclosures of 
student  data at  the request  of the 
HSC Regist rar.

Minimize risk due to unauthorized 
d isclosure of FERPA informat ion

Network Securit y and ISO ran two 
phishing ?challenges? in July.

Reducing successful phishing at tempts 
reduces our risk exposure to 
ransomware at tacks.

Init iated a ?Cyber Securit y 
Processes and Forms? JNIS 
sub-team.

This sub-team is chartered to develop 
sound processes and forms pertaining 
to risk assessment  and including 
vendor risk assessments.  The goal is a 
consistent  risk assessment  process 
across the enterprise.

Part icipated in various p lanning 
meet ings for upcoming CLA 
assessment , which begins 22 
August .

CLA audit  w ill encompass the ent ire 
network this year, not  only clinical 
funct ions.
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IN-PROGRESS
ACTIVITY OBJECTIVE(S)

Improve Cyber Securit y Incident  
Response

Bring clarit y to our incident  response 
policy and p lans.  Provide 
?ransomware p laybook? to speed 
response in the next  incident .  
Conduct  a major incident  response in 
October 20 22.

Improve Interior Securit y Cont rols Implement  addit ional securit y 
measures to limit  lateral movement  on 
our network if  another at tack 
penet rates our perimeter defenses.

Phishing Training Conduct  effect ive t raining in 
recognizing phishing at tacks.  Our 
target  ?click rate? is 5%.  Current  rate 
is 20 -30 %.

Vulnerabilit y Management The goal of this effort  for 20 22 is to 
ident ify and begin to reduce our 
crit ical vulnerabilit ies.  We have 
completed the f irst  phase of this 
effort  by successfully deploying a new  
product  (Tenable.IO) to scan the 
ent ire network.  Now  the work is 
remediat ing the vulnerabilit ies found.

Protected DNS (pDNS) Collaborat ion 
w ith Main Campus

pDNS relies on threat  intelligence to 
f ilter suspicious Internet  addresses 
and is one of the major defenses 
against  phishing, therefore 
ransomware.  Collaborat ion w ith Main 
Campus w ill reduce overall cost  for 
the service.

Risk assessment  process 
improvement .

Improve cyber securit y risk 
assessment  consistent ly across the 
enterprise.
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METRICS

Perimeter Vulnerabilit ies
JUN 20 22

Change requests 7 (1 emergency request )

Cert if icate requests 2

Software and Cloud service securit y reviews 24

DUA/ SFTP Data Transfer Support  Requests 17

Other Support  Request 36

Perimeter Vulnerabilit ies Crit ical ? 0
High ? 1
Medium - 39
Low  - 16

Root  Cause Analysis submissions 0

Crit ical Vulnerabilit ies on servers JUL ? 1444 total; 81 
unique; 60 6 systems

Malicious email b locked by email f irewall 16,90 5,925

Outbound email b locks for PHI content 144

Perimeter Vulnerabilit ies
JUNl20 22
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METRICS (CONTINUED)

Proofpoint  Messages Processed and Rejected June 20 22

Notes: PDR = Proofpoint  Dynamic Reputat ion service

?Regulatory Compliance? = Outbound email containing ePHI not  properly 
encrypted

Carbon Black Endpoint  Detect ion and Response - Threats Denied July 20 22

RECOGNITION
- I want  to express my appreciat ion for Roy?s service to this team.  I 

know  he generated some chaos, but  he generated some 
long-needed change.  As we say in the Navy, ?Fair w inds and 
follow ing seas, Roy.?



TECHNOLOGY 
SUPPORT
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IN-PROGRESS
- Test ing softphones for off-site access to the Automated Call 

Dist ribut ion system

- Cont inue Microsoft  Intune implementat ion

- SailPoint  8.3 upgrade

- Working on Intune enrollment  for Mac devices 

- Mac Operat ing System Beta Test ing

- Early development  of Device IQ (managing devices) similar to 
Ident it yIQ (managing ident it ies)

- Changing the deployment  of student  workstat ions in the library

- Enabled auto provisioning for SailPoint  Ent it lements

- Developed a UNM SSL Cert / Cert  Trust  Library

- Completed creat ing a workflow  for requests to unblock Mult i-Factor 
Authent icat ion lockouts

- Upgraded Tomcat  on all ident it y management  servers to address 
vulnerabilit y

ACCOMPLISHMENTS
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METRICS (CONTINUED)

Ticket  Volume Classroom 

January February March Apri l May June Total

Incidents 11 20 9 12 13 8 73

Service Requests 9 3 6 2 7 3 30

Total 20 23 15 14 20 11 103

FTE 4 3.5 3.5 3.75 2.75 1.5

- Seven classroom upgrades to this point

- Five classroom upgrades in progress

- Two upcoming const ruct ion projects ISUB and CON/ COPH build ing 
includes:

6 classrooms
10  conference rooms
various study areas
dig ital signs

- GEER Grant  Administ rat ion

- Dig ital Signage
18 sub accounts
49 d isp lays (24 of them exclusively managed by CTU)

Key Period  Pro ject s and Informat ion:
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